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"Chilling, eye-opening, and timely, Cyber Privacy makes a strong case for the urgent need

to reform the laws and policies that protect our personal data. If your reaction to that statement

is to shrug your shoulders, think again. As April Falcon Doss expertly explains, data tracking is

a real problem that affects every single one of us on a daily basis."—General Michael

V. Hayden, USAF, Ret., former Director of CIA and NSA and former Principal Deputy Director

of National Intelligence You're being tracked.Ebook Tops, Google, Facebook, governments. No

matter who we are or where we go, someone is collecting our data: to profile us, target us,

assess us; to predict our behavior and analyze our attitudes; to influence the things we do and

buy—even to impact our vote.If this makes you uneasy, it should.We live in an era of

unprecedented data aggregation, and it's never been more difficult to navigate the trade-offs

between individual privacy, personal convenience, national security, and corporate profits.

Technology is evolving quickly, while laws and policies are changing slowly.You shouldn't have

to be a privacy expert to understand what happens to your data.April Falcon Doss, a privacy

expert and former NSA and Senate lawyer, has seen this imbalance in action. She wants to

empower individuals and see policy catch up.In Cyber Privacy, Doss demystifies the digital

footprints we leave in our daily lives and reveals how our data is being used—sometimes

against us—by the private sector, the government, and even our employers and schools. She

explains the trends in data science, technology, and the law that impact our everyday privacy.

She tackles big questions: how data aggregation undermines personal autonomy, how to

measure what privacy is worth, and how society can benefit from big data while managing its

risks and being clear-eyed about its cost.It's high time to rethink notions of privacy and what, if

anything, limits the power of those who are constantly watching, listening, and learning about

us.This book is for readers who want answers to three questions: Who has your data? Why

should you care? And most important, what can you do about it?

"In Cyber Privacy, April Falcon Doss has written the most sweeping, revealing, and

understandable book about privacy and our digital lives . . . A must-read if you want to

understand how both businesses and governments know so much about you and how our

society needs to adapt to preserve an individual's sense of identity."—Glenn Gerstell, senior

advisor, Center for Strategic and International Studies, and former general counsel, National

Security Agency "We all have serious—but too often vague—concerns that every day

computer usage poses a dire threat to our personal and financial well-being, as well the

nation's security. In her new book Cyber Privacy, April Falcon Doss—the nation's leading

expert on this subject—not only tells why that is so, but in a clear and engaging way arms us

with strategies to protect ourselves, our loved ones, and the nation itself from life-threatening

assaults on our privacy."—Michael Greenberger, professor, University of Maryland Carey Law

School and director of the Center for Health and Homeland Security, University of

Maryland "From big tech companies, retailers, advertising companies, through to the police

and intelligence agencies of the US and beyond, this is an absolutely critical read for anyone

who wants to understand the complex, and often unintuitive, consequences of living in our

increasingly data-driven world."—Matt Tait, independent cybersecurity expert, formerly at

GCHQ and Google Project Zero, and former senior cybersecurity fellow at the Robert Strauss

Center for International Security and Law at the University of Texas at Austin "A brilliantly



written tour de force on privacy in the 21st century. Combining decades of experience on all

sides of the privacy debate, Doss combines incisive analysis of disruptive technologies,

underlying economics, and increasingly complex legal overlays to deliver an essential primer

on the fraught privacy landscape."—Chris Inglis, deputy director, NSA, 2006–2014 "At a time

when most internet users do not understand the complex concoction of algorithms,

engagement, microtargeting, and personal data profiles that curate the information they see,

April Falcon Doss uses her multi-sector experience to make privacy accessible to all. Anyone

who cares about maintaining a grip on their personal information—or at least being informed

about what's happening with it—should read this book."—Nina Jankowicz, author of How to

Lose the Information War "Without losing sight of the substantial benefits that are achieved

through collecting and analyzing personal information on a massive scale, Doss exposes the

unregulated practices of the large data collectors—including Apple, Ebook Tops, Facebook,

and Google—then examines the regulated practices of the Intelligence Community and the

constraints—good and bad—on law enforcement activities . . . This book makes the case that

we seriously need to re-examine what we are doing, and it provides useful guidance on where

and how we can start to make meaningful changes that will benefit most everyone."—David C.

Shonka, former acting general counsel, Federal Trade Commission, and privacy partner at

Redgrave LLP"April Falcon Doss has provided a vital contribution to our understanding of

privacy and cybersecurity. Cyber Privacy provides laymen and experts alike with a rich

understanding of the laws and technology that shape our ability to control who accesses our

personal information and what they do with it."—Jeff Kosseff, author, The Twenty-Six Words

That Created the Internet"Whether you are a technology user, a compliance or privacy officer,

or a practicing lawyer, this book will help in understanding the complex intersections of

technology, the internet economy, the role of the state, and the uses of personally identifiable

information and metadata . . . An essential guidebook."—Rick Ledgett, former deputy director,

NSA"April Falcon Doss thoughtfully, expertly and critically informs and navigates the reader

across an amazing number of privacy invasion scenarios to an extent not seen in previous

publications . . . Novice and expert readers alike will profit from this important book."—William

H. Murphy, Jr., former judge and prominent civil rights attorney"April Falcon Doss has spent a

career at the National Security Agency, Senate intelligence committee, and in private practice

influencing the decisions that shape technology, cybersecurity, and data privacy. In this book,

Doss turns twenty years of perspective and experience into a Cyber Privacy road map to guide

those looking to understand how data came to rule our world and where we go from here."—

Susan Hennessey, author of Unmaking the Presidency --This text refers to an out of print or

unavailable edition of this title.Review“In Cyber Privacy, April Falcon Doss has written the most

sweeping, revealing, and understandable book about privacy and our digital lives . . . A must-

read if you want to understand how both businesses and governments know so much about

you and how our society needs to adapt to preserve an individual's sense of identity.”—Glenn

Gerstell, senior advisor, Center for Strategic and International Studies, and former general

counsel, National Security Agency “We all have serious—but too often vague—concerns that

every day computer usage poses a dire threat to our personal and financial well-being, as well

the nation’s security. In her new book Cyber Privacy, April Falcon Doss—the nation’s leading

expert on this subject—not only tells why that is so, but in a clear and engaging way arms us

with strategies to protect ourselves, our loved ones, and the nation itself from life-threatening

assaults on our privacy.”—Michael Greenberger, professor, University of Maryland Carey Law

School and director of the Center for Health and Homeland Security, University of

Maryland “From big tech companies, retailers, advertising companies, through to the police



and intelligence agencies of the US and beyond, this is an absolutely critical read for anyone

who wants to understand the complex, and often unintuitive, consequences of living in our

increasingly data-driven world.”—Matt Tait, independent cybersecurity expert, formerly at

GCHQ and Google Project Zero, and former senior cybersecurity fellow at the Robert Strauss

Center for International Security and Law at the University of Texas at Austin “A brilliantly

written tour de force on privacy in the 21st century. Combining decades of experience on all

sides of the privacy debate, Doss combines incisive analysis of disruptive technologies,

underlying economics, and increasingly complex legal overlays to deliver an essential primer

on the fraught privacy landscape.”—Chris Inglis, deputy director, NSA, 2006–2014 “At a time

when most internet users do not understand the complex concoction of algorithms,

engagement, microtargeting, and personal data profiles that curate the information they see,

April Falcon Doss uses her multi-sector experience to make privacy accessible to all. Anyone

who cares about maintaining a grip on their personal information—or at least being informed

about what's happening with it—should read this book."—Nina Jankowicz, author of How to

Lose the Information War “Without losing sight of the substantial benefits that are achieved

through collecting and analyzing personal information on a massive scale, Doss exposes the

unregulated practices of the large data collectors—including Apple, Ebook Tops, Facebook,

and Google—then examines the regulated practices of the Intelligence Community and the

constraints—good and bad—on law enforcement activities . . . This book makes the case that

we seriously need to re-examine what we are doing, and it provides useful guidance on where

and how we can start to make meaningful changes that will benefit most everyone.”—David C.

Shonka, former acting general counsel, Federal Trade Commission, and privacy partner at

Redgrave LLP“April Falcon Doss has provided a vital contribution to our understanding of

privacy and cybersecurity. Cyber Privacy provides laymen and experts alike with a rich

understanding of the laws and technology that shape our ability to control who accesses our

personal information and what they do with it.”—Jeff Kosseff, author, The Twenty-Six Words

That Created the Internet"Whether you are a technology user, a compliance or privacy officer,

or a practicing lawyer, this book will help in understanding the complex intersections of

technology, the internet economy, the role of the state, and the uses of personally identifiable

information and metadata . . . An essential guidebook."—Rick Ledgett, former deputy director,

NSA“April Falcon Doss thoughtfully, expertly and critically informs and navigates the reader

across an amazing number of privacy invasion scenarios to an extent not seen in previous

publications . . . Novice and expert readers alike will profit from this important book.”—William

H. Murphy, Jr., former judge and prominent civil rights attorney"April Falcon Doss has spent a

career at the National Security Agency, Senate intelligence committee, and in private practice

influencing the decisions that shape technology, cybersecurity, and data privacy. In this book,

Doss turns twenty years of perspective and experience into a Cyber Privacy road map to guide

those looking to understand how data came to rule our world and where we go from here."—

Susan Hennessey, author of Unmaking the Presidency--This text refers to an out of print or

unavailable edition of this title.About the AuthorApril Falcon Doss spent over a decade at the

National Security Agency, where she was the associate general counsel for intelligence law.

She also served on Capitol Hill as the senior minority counsel for the Russia investigation in

the United States Senate Select Committee on Intelligence. Doss is a regular commentator on

data privacy, cybersecurity, and national security issues. She has appeared on CNN, MSNBC,

and NPR. April's articles have appeared in a wide range of publications, including the

Washington Post, Atlantic, Weekly Standard, Lawfare, and SciTech Lawyer.Chloe Cannon is a

voice talent and audiobook narrator.--This text refers to the audioCD edition.Read more
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PRAISE FOR CYBER PRIVACY“In Cyber Privacy, April Falcon Doss has written the most

sweeping, revealing, and understandable book about privacy and our digital lives. With up-to-

the-minute analyses of everything from public health surveillance for COVID-19 to deep-fake

videos flooding social media to how the NSA spies on terrorists overseas, Cyber Privacy is the

comprehensive guide to our evolving notions of privacy in the digital age. A must-read if you

want to understand how both businesses and governments know so much about you and how

our society needs to adapt to preserve an individual’s sense of identity.”—GLENN GERSTELL,

senior advisor, Center for Strategic and International Studies, and former general counsel,

National Security Agency“We all have serious—but too often vague—concerns that every day

computer usage poses a dire threat to our personal and financial well-being, as well the

nation’s security. In her new book Cyber Privacy, April Falcon Doss—the nation’s leading

expert on this subject—not only tells why that is so, but in a clear and engaging way arms us

with strategies to protect ourselves, our loved ones, and the nation itself from life-threatening

assaults on our privacy. This book is a must-read.”—MICHAEL GREENBERGER, professor,

University of Maryland Carey Law School and director of the Center for Health and Homeland

Security, University of Maryland“A fantastically broad and uncompromisingly detailed tour

through the world of data privacy. April Falcon Doss’s perspective from the front lines takes us

through the whirlwind of the past, present, and future of how our personal data gets used and

abused by the people with access to it. From big tech companies, retailers, advertising

companies, through to the police and intelligence agencies of the US and beyond, this is an

absolutely critical read for anyone who wants to understand the complex, and often unintuitive,

consequences of living in our increasingly data-driven world.”—MATT TAIT, independent

cybersecurity expert, formerly at GCHQ and Google Project Zero, and former senior

cybersecurity fellow at the Robert Strauss Center for International Security and Law at the

University of Texas at Austin“A brilliantly written tour de force on privacy in the 21st century.

Combining decades of experience on all sides of the privacy debate, Doss combines incisive

analysis of disruptive technologies, underlying economics, and increasingly complex legal

overlays to deliver an essential primer on the fraught privacy landscape. Written in a

straightforward style that takes no side, Doss delivers an enduring and useful framework for

both individuals and societies seeking to align interests long thought to be beyond

reconciliation.”—CHRIS INGLIS, deputy director, NSA, 2006–2014“At a time when most

internet users do not understand the complex concoction of algorithms, engagement,

microtargeting, and personal data profiles that curate the information they see, April Falcon

Doss uses her multi-sector experience to make privacy accessible to all. Anyone who cares

about maintaining a grip on their personal information—or at least being informed about what’s

happening with it—should read this book.”—NINA JANKOWICZ, author of How to Lose the

Information War“Drawing on her experiences as an NSA lawyer, Senate lawyer, and private

practitioner, April Falcon Doss has written a book that is unique in scope, well researched,

clearly written, and a must-read for consumers, policy makers, privacy advocates, and

concerned citizens. Without losing sight of the substantial benefits that are achieved through

collecting and analyzing personal information on a massive scale, Doss exposes the

unregulated practices of the large data collectors—including Apple, Ebook Tops, Facebook,

and Google—then examines the regulated practices of the Intelligence Community and the

constraints—good and bad—on law enforcement activities. Her comprehensive discussion of

both US and foreign laws drives the conclusion that our current approaches to privacy issues



are often illogical, counterproductive, and even harmful. This book makes the case that we

seriously need to re-examine what we are doing, and it provides useful guidance on where and

how we can start to make meaningful changes that will benefit most everyone.”—DAVID C.

SHONKA, former acting general counsel, Federal Trade Commission, and privacy partner at

Redgrave LLP“April Falcon Doss has provided a vital contribution to our understanding of

privacy and cybersecurity. Cyber Privacy provides laymen and experts alike with a rich

understanding of the laws and technology that shape our ability to control who accesses our

personal information and what they do with it. Drawing on her extraordinary experience in the

public and private sectors, Doss takes an even-handed approach to examining our past,

current, and future challenges, and presents complex issues in an accessible and entertaining

format.”—JEFF KOSSEFF, author, The Twenty-Six Words That Created the Internet“April

Falcon Doss’s book Cyber Privacy is a must-read for anyone interested in this fast-evolving

topic. Whether you are a technology user, a compliance or privacy officer, or a practicing

lawyer, this book will help in understanding the complex intersections of technology, the

internet economy, the role of the state, and the uses of personally identifiable information and

metadata. It’s a particularly important topic right now, as regulations and laws are being

developed and passed in jurisdictions all over the globe, and this very readable explanation of

the major topics, players, and issues—current and future—is an essential guidebook.”—RICK

LEDGETT, former deputy director, NSA“April Falcon Doss thoughtfully, expertly and critically

informs and navigates the reader across an amazing number of privacy invasion scenarios to

an extent not seen in previous publications. She displays excellent insight and advanced

analytical chops because of her many years of experience dealing with each of them. Novice

and expert readers alike will profit from this important book. Bravo!”—WILLIAM H. MURPHY,

JR., former judge and prominent civil rights attorney“April Falcon Doss has spent a career at

the National Security Agency, Senate intelligence committee, and in private practice

influencing the decisions that shape technology, cybersecurity, and data privacy. In this book,

Doss turns twenty years of perspective and experience into a Cyber Privacy road map to guide

those looking to understand how data came to rule our world and where we go from here.”—

SUSAN HENNESSEY, author of Unmaking the PresidencyCYBER PRIVACYCyber Privacy
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AuthorINTRODUCTIONMAPPING THE PRIVACY LANDSCAPEWhen people and data-driven

technologies intersect, the picture that emerges is a complex tangle of economic innovation,

societal benefits, and damaging impacts on individual autonomy. At each intersection, data-

thirsty apps and devices collide with the bundle of attributes that we commonly call “privacy.”

That single word serves as shorthand for a wide range of social values and individual

prerogatives, such as the ability to control who knows what information about us and to limit

intrusions into the solitude of our lives. Privacy certainly encompasses these things, but it also

implies a great deal more. Privacy is intrinsic to individual dignity and our sense of personhood,

to our ability to live as unique beings. Privacy allows us to test our ideas, to live without undue

scrutiny. It lets us choose our relationships, overcome our pasts and direct our future, and

change our minds and our behavior over time.Data-driven technologies threaten to undermine

all that. These are the technologies that lie at the heart of government surveillance, political

manipulation, microtargeted commercial advertising, and the intrusive use of data by anyone

seeking to exert power over others, including schools and employers, neighborhood

associations, and even the intimate partners in our lives.Understanding the risks that arise at

these intersections is a challenge that grows more pressing every day. It’s virtually impossible

to live in modern society without leaving a digital footprint. Around 224 million Americans had a

smartphone in 2018.1 That’s four out of every five American adults, up from just a third of

Americans in 2011.2 Some 64 percent of Americans have online accounts involving health,

financial, or other sensitive data.3 Nearly two-thirds of Americans have experienced some sort

of data theft. Most Americans doubt the ability of the government or the private sector—and

social media sites in particular—to protect their information. Roughly half of Americans think

their personal data is less secure than it was five years ago.But what can we do about it? Most

Americans aren’t taking basic steps to protect their information—and many aren’t sure that

they know what steps to take. Advertisers know what we’re interested in and where we are; our



social media profiles are hijacked to funnel political propaganda into our feeds; our employers

have access to our health, wellness, and genetic information; and the very products and

services—like cell phones and webmail—that we rely on for everyday life have become the

basis for the most comprehensive corporate surveillance network the world has ever seen.

Even when our data has been anonymized—when our names, addresses, and other identifying

information have been stripped off—it’s often possible for it to be “re-identified” through

sophisticated computer analysis.The urgency in understanding these issues is real. They’re

being covered by leading newspapers like the New York Times and Washington Post. They’re

entrenched in pop culture, from the ubiquitous hacker in modern movie scripts to recent

documentaries like The Great Hack. The constant barrage of new developments in data

privacy outpaces any one person’s ability to keep up.By taking a very human look across the

intricate web of data to identify patterns and trends, however, we can take note of the major

obstacles, and offer a road map that will help individuals navigate the privacy terrain. There are

more privacy-protective routes that might be less efficient; more regulated routes that might

involve extra costs and paying tolls; or routes that are congested with new kinds of data but

that bring us within easy reach of all of the conveniences of modern life. Mapping the privacy

landscape, as we’ll do in this book, can help us choose our preferred solutions and figure out

possible pathways to get there.I’ve worked on issues relating to data, technology, and privacy

for nearly twenty years. In 2003, when I started at the National Security Agency, “cybersecurity”

was a niche topic, the focus of IT professionals who still mostly referred to “information

assurance” when describing their role in keeping computerized information safe. “Privacy”

operated in a separate realm. Although a handful of privacy-related laws required organizations

to keep some kinds of information free from prying eyes, many of those laws had been written

with an eye toward analog systems. Legislators focused on the kinds of data that could be

created and captured by regulated industries—like health care, financial services, or education

—and laws often centered around information that wasn’t of a fundamentally new type, but

rather the kind that had previously been created on paper and now was stored in computers as

a convenience or an afterthought. Much of the data collected about individuals was information

that people could reasonably anticipate: we knew, for example, that doctors created notes from

our visits, that workplaces kept personnel files, that the phone company whose switching

system we relied on to communicate also, for its own business purposes, made a record of the

numbers we called.By 2016, when I left NSA, all that had changed. Smartphones, social media

platforms, and ever-advancing digital technology had expanded the scope of information

available about us, prompted the rise of whole new industries, and reshaped our interactions

with information and with the people around us. The precision mapping applications on our

phones track our movements in real time. Unbidden, they send us pop-up notifications

suggesting the best route to a destination we haven’t even searched where an algorithm

predicts we will want to go. This is all based on the detailed records that have already been

captured about our habits—where we go and when—over time. We unlock our phones and tag

our friends on social media using sophisticated facial recognition software that identifies us in

low lighting, from different angles, under varying conditions, and in wide-ranging contexts. We

share video clips with our neighbors from the livestream on our front porch, which are also

shared, sometimes without our knowledge, with the local police. We have digital assistants in

our kitchens and our bedrooms, on our desks at work and in the classroom, all waiting to hear

our next command—and recording our conversations in the meantime.Moving from NSA into

the private sector expanded the aperture of privacy and technology issues my work focused

on. As the chair of the cybersecurity and privacy practice at a large law firm, I saw firsthand



how changes in technology were creating as much uncertainty for businesses as for

individuals: new types of data were being generated, and new techniques for manipulating that

information were creating exciting new business opportunities; they also created new risks to

individual privacy. The laws and policies that might have provided guidance on these issues

simply weren’t keeping up. Older privacy laws were often hard to implement or had been

rendered obsolete in the digital age. New laws often imposed significant costs on businesses,

but frequently without creating meaningful privacy benefits for individuals. And despite an

abundance of laws, old and new, there were frequently gaps that left consumers and

companies unsure precisely what their rights and obligations entailed.In 2017, I joined the staff

of the United States Senate Select Committee on Intelligence (SSCI) as the Senior Minority

Counsel for the Russia Investigation. In that role, I gained an insider’s view of the ways that

data privacy intersected with pressing matters of political autonomy, propaganda, and foreign

influence, and of the ways that shadowy third parties can use information about us to

manipulate our opinions and divide our society. I grew increasingly concerned about the

disconnect between the geopolitical magnitude of data’s effects and the extent to which we’re

often willing to give up our data in exchange for nothing more than the convenience and

enjoyment of free products and services, many of which are presented to us under conditions

in which we don’t know precisely where our data will go.The topic of cyber privacy is evolving

so rapidly that one of the greatest challenges in writing this book has been how to tackle the

problem of recency: of making sure that the discussion remains fresh, current, and relevant,

even while recognizing that no book can take the place of “breaking news.” I have no doubt

that, by the time this book is published, some new development in technology or the law will

have emerged that isn’t incorporated here. But achieving meaningful cultural awareness and

comprehensive solutions to the ways that technology is eroding privacy won’t come from

chasing breaking news or from the breathless pursuit of the latest innovation (although I spend

a great deal of time on Twitter, providing analysis on these trends as they emerge). Instead,

this book aims to provide a thought-provoking overview of the ways that technology is

challenging our notions of privacy, while also offering some thoughts about how to strike the

right balance as a society: supporting important public safety and national security goals,

enabling technology innovation to proceed, and allowing all of us to get our privacy

back.Informed digital citizenship shouldn’t be a heavy lift; no one should have to devote their

full time and energy to researching and understanding these issues unless they want to. It’s my

hope that this book will demystify the landscape of data-driven technologies so that you can

discern which areas you care about the most. That journey starts with cataloging the major

categories of personal data and unpacking the many subparts of what “privacy” means.Are you

worried about data collection in the private sector? From big platform providers like Facebook

and Google, to the app you just downloaded on your phone, and the smart device you just

installed in your home, this book explains the kinds of information that private companies are

collecting about you and how they’re sharing and selling it to others, often without your

knowledge or deliberate consent. It explains the limits of US laws to govern, prevent, and

regulate the actions of those companies and looks at the kinds of new laws being proposed,

some of which might give consumers greater control over their data and others that appear to

be privacy-protective but are unlikely to have any meaningful effect.What about those who hold

nongovernmental power over you? Employers? Schools? Intimate partners? What kinds of

information can they collect about you? How is data being used to predict your employability,

your anticipated success in school, or the likelihood that you’ll cost an employer more on the

company health insurance plan? Where are they getting this information from? You probably



know that prospective colleges and employers look at your public social media posts. But what

about tracking and analyzing the data on your fitness watch or reviewing the results of your

genetic tests? Or using surveillance cameras to record what you do at work and at school?

Many of the ways that personal data is collected and used might come as a surprise.Is

government surveillance your primary concern? This book describes many of the key tools and

techniques used for government surveillance in the United States over the years, along with an

explanation of the legal framework for those activities and how they’ve been implemented. It

also examines the key risks and competing interests for the future and the ways in which

lessons from intelligence oversight can be adapted to nongovernmental privacy

challenges.Although much of our focus will be grounded in the United States’ legal framework,

there are valuable lessons to be learned from the ways other nations approach privacy.

Consequently, this book also examines privacy norms and data practices in key countries

around the world. On the privacy-protective end of the continuum, the European model

declares privacy to be a fundamental human right, but its regulations often increase costs

without resulting in meaningful privacy benefits, and it overlooks some key areas of law—like

European government surveillance—in favor of regional economic gains. On the other end of

the international data protection spectrum, the world’s most repressive, authoritarian regimes

are leveraging new data-driven tools to monitor their citizens, crack down on free speech, and

even to shape individual social standing. The international perspectives provide important

guideposts for the United States in assessing the costs versus benefits of certain kinds of

legislation and drawing lines between legitimate government use of personal data and the

overreach that’s clearly possible when personal information is misused in unfettered

ways.Finding the best path to navigate across a landscape of obstacles often means balancing

economic growth and innovation, legitimate government purposes, and individual rights and

liberties—to name just a few of the sometimes competing interests. In deciding the right

balance to strike between those interests, reasonable minds can and do disagree. The goal of

this book isn’t to persuade you of any particular political viewpoint or of the importance of any

specific approach to restricting—or leaving unregulated—the ways that data affects our daily

lives. Naturally, there will be a number of areas in which my own opinions on those matters

show through. But my goal is to give you a baseline understanding about key technologies and

trends happening right now; a foundational knowledge about the current rules that do and don’t

govern those activities; and a framework for thinking about how we can shape laws and

policies to reflect changing social norms. This book should help you set a privacy vision and

present you with a road map for how we might get there.SECTION IWhat Kinds of Data Are

We Talking About, and What Kind of Privacy Do We Mean?CHAPTER 1CATEGORIES OF

DATA, AND HOW DATA IS COLLECTEDThroughout this book, we’ll explore a number of

definitions of “personal data” based on various laws, regulations, and policies. To get us

started, however, it may be useful to think about what personal data means in the way that

information security professionals often do: by function. Broadly speaking, personal data can

be characterized as information about: 1) what we have, 2) what we do, 3) who we are, and 4)

what we think, believe, and know.This kind of personal information has been used to identify

individuals, in some form or fashion, for decades (e.g., photo ID cards and computer

passwords) or even millennia (e.g., portraits and watchwords in Greek and Roman antiquity).1

However, changes in technology have created new ways to create, collect, store, and catalog

data. Beginning with personal computers and widespread internet use, and accelerating with

the advent of smartphones, the variety and amount of information in these four categories have

expanded in ways that previous generations would have been hard-pressed to imagine.



Thanks to current technology:• personal data is created at ever-increasing volumes and rates;•

different data types often overlap or intersect and can be aggregated into multifaceted data

sets;• the combined data creates a vastly more detailed and nuanced picture of an individual

than any single data input does alone; and• advanced computer analytics use that information

to draw sophisticated conclusions and make predictions.Often, it isn’t just what the data shows

that threatens our privacy and autonomy; it’s the inferences and conclusions drawn from that

data, the assessments, predictions, and characterizations that get made about us from the

digital breadcrumbs we leave behind. It’s the power of aggregation, coupled with the ways that

data-driven insights can be misused, that creates the greatest privacy risks. But before we get

to that, let’s first take a look at what each of these categories means, and identify some of the

most prevalent, and impactful, examples among them.It’s the power of aggregation, coupled

with the ways that data-driven insights can be misused, that creates the greatest privacy

risks.As a general matter, information about what we have is often the least intimate or

sensitive, followed by information about what we do, who we are, and what we think, believe,

and know. However, each of these categories incorporates a wide variety of information,

informs and overlaps with the others, and can be used in countless contexts and multiple

ways.WHAT WE HAVEIn 2002, California became the first US state to enact a data breach law.

The law was based on a consumer protection model and took a straightforward approach: it

focused on information—like Social Security and credit card numbers—that, if compromised,

could put a consumer at risk of financial fraud or identity theft, and it imposed a statutory

obligation on entities that held that information to protect the data from unauthorized access. If

there was unauthorized access—if the data was “breached”—they had to notify consumers, on

the theory that people could then cancel credit cards or take other steps to protect their credit

reports and financial accounts. The law was designed to address digital threats. First, it applied

specifically to unauthorized access to computerized data, perhaps in recognition of the risk

associated with storing large volumes of personal information and the reality that any computer

connected to a network is also a computer that can be compromised or hacked. Second, the

law provided a safe harbor for encrypted data: a breach that would otherwise trigger a

notification obligation under the law became “no harm, no foul” if the personal data was

encrypted and therefore effectively unavailable for exploitation by the unauthorized user.Not

long after California’s law took effect, the concept behind this new data breach law began to

spread to other states, which enacted similar laws of their own. Although the precise contours

of each state’s law vary, and many states—including California—have amended their data

breach laws over time, the general premise has been recognized as an important mechanism

for consumer protection. By 2018, all fifty states, along with Puerto Rico, the District of

Columbia, and Guam, had enacted data breach notification laws.These monetizable data

elements remain at the heart of data breach laws in the United States today. Social Security

numbers, driver’s license numbers, bank account numbers, and payment card information are

covered in some form or fashion by every data breach law in the United States, as well as by

international data privacy laws and regulations. These data breach laws were among the first

to explicitly tie individual privacy to computer security and to impose obligations not just on how

the government handles information (restrictions that date back to the 1970s-era Privacy Act),

but how anyone—including businesses and nonprofit organizations—protects information

about who we are (identification numbers) or what we have (credit cards and bank

accounts).Over time, many other kinds of information that we “have” have become important as

well. Where older versions of what we have tended to be more static—for example, bank

account information and Social Security and driver’s license numbers—these new versions of



what we have are both more dynamic, as we replace and upgrade devices on a regular basis,

and more interactive, as the devices themselves generate new information about us on a near-

constant basis. The quintessential example of something dynamic and interactive that most of

us have is a smartphone or other computing device. All computing devices have some form of

unique identifier that allows other networked devices to connect to them. These include the

machine identifiers, or MAC addresses, that are unique to each device, including the internet-

connected devices in our homes; the IMSI and IMEI numbers that uniquely identify mobile

phones; the identifiers associated with the computer chips embedded in fitness wearables;

even RFID chips implanted under our skin (more on this in a future chapter). All of these are

potential sources of personal information, are vulnerable to unauthorized access, and,

especially when combined with other data, can be used to generate information about our

identities, activities, location, interests, and our inclinations—sometimes in ways we don’t

expect. The interaction between devices, their owners, and identifiers will be central to the

discussion in later chapters about advertising technology and the data broker business. In the

meantime, it’s important to note that if we want to be anonymous in our online activities, it isn’t

enough merely to turn off cookies or log out of accounts (like webmail) that allow persistent

tracking across sites and apps. We also need to consider the ways that who we are and what

we do is tied to information about what we have. And, of course, from devices to Social

Security numbers, there’s still a lot of variety in what we have that can be used to identify us,

be compiled with other data, and lead to compromises of other kinds of information.WHAT WE

DOMany of our everyday actions are ones we carry out in plain sight: where we live, where we

go to school or work, where we shop, and what items we buy. This behavioral information has

been of interest—and of significant monetary value—to marketers for years.Where a local

butcher or greengrocer might once have known which customers preferred which kinds of

items, the manager of a 30,000-square-foot grocery store that was open for sixteen hours per

day, seven days per week, and owned by a regional or national chain was unlikely to know the

names, much less the shopping habits or preferences, of any of their individual customers. The

grocery store coupons printed in Sunday newspapers offered consumers savings that gave

them an incentive to come into the store. But they provided the store with very little information

in return. The store was rewarded with the purchases driven by that weekend’s sale circular,

but it didn’t get the long-term benefit of substantially increasing its database of information

about the individual purchasing habits of the customers who shopped there.Creative

executives identified a way to solve this marketing problem: enter the store loyalty program.

With a free membership account, a customer could be guaranteed access to special members-

only discounts at retailers of all kinds. The customers might welcome the opportunity to save

money on their purchases, but stores also benefited by gaining valuable, monetizable

information. Where traditional coupon programs only provided aggregate information about

general response to particular discounts, loyalty programs augmented that aggregate

information with detailed, per-person data on how specific shoppers responded to those offers.

These programs and membership accounts also recorded every item customers purchased

and tracked how their shopping habits changed over time. With this gold mine of information,

stores no longer needed to make best guesses about what offers might be enticing, but rather

they could provide individualized coupons—with certain coupons going only to certain

customers—to increase the likelihood that specific customers would shop there in the future,

spending more money with that retailer over time. By and large, consumers continue to view

these programs as benign, and seldom ask what particular policies any given retailer might

have with respect to the types of data they collect, how they use and protect it, how long they



keep it, and who they sell it to or share it with.Indeed, information that has always been visible

has become so readily available and so transparent that it raises an important question: Now

that so many types of personal data are available so cheaply and easily, has something

fundamental in the nature of privacy changed? In other words, is this ready access to

information merely a quantitative change? Or are there so many dimensions of “more,” and are

those dimensions so powerful, that it’s now necessary to say that something qualitative has

changed? Are we so subjected to continuous surveillance by corporate and government

interests that we need to rethink privacy altogether? And do we need to create a new set of

rules and expectations under which information that used to be non-private now becomes

protected?Are we so subjected to constant surveillance by corporate and government interests

that we need to rethink privacy altogether?Although information like occupation, education,

travel habits, reading preferences, and purchasing decisions have all been visible to others for

quite some time, it’s only in the past twenty years or so that the data has been so readily visible

and accessible to nearly anyone who might want to view or acquire it. All of which brings us to

the category of what we think, believe, and know.WHO WE AREPeople have used biometric

attributes to identify each other since the beginning of humankind. We recognize friends from a

distance by the distinctive way they walk. We recognize loved ones even when their faces are

concealed—bundled against the cold underneath a balaclava, or wearing a niqab out of

religious or cultural modesty—based on nothing more than the distinctive shape and color of

their eyes. We do this best with people we know; research on police lineups has shown how

often errors are made when we try to match a likeness to someone we’ve only encountered

once or twice, under stress.2 Despite these limitations, our innate abilities work extremely well,

and every day we rely on the expectation that we can positively identify people we know or

have encountered before. Perhaps because we do this instinctively, we take for granted our

ability to recognize people we already know and to create and store memory patterns for new

people we meet, adding to our brains’ personal biometric recognition database.Beginning with

the scientific enthusiasm of the Victorian era and accelerating through today, new technologies

and analytical approaches have vastly increased the scale at which biometric recognition can

take place, dwarfing the innate recognition capacity of any person acting alone. Using new

techniques—photography, audio, video, or even radar—we’re able to capture, record, catalog,

and index specific biometric traits with increasing precision. Perhaps most important, when we

need to compare or identify a specific biometric sample—a faceprint, fingerprint, voiceprint, or

retinal scan—modern computer processing power allows us to quickly, cheaply, and easily

compare a single specimen to the voluminous records stored in reference databases. When

that information is coupled with the expanding network of sensors that constantly gathers

information about us, we can even use biometric data to document or deduce a person’s

location and activities in real time.3Most biometric information is so plainly visible that,

historically, there have been few serious legal or ethical questions about whether a person’s

likeness, gait, or voice should be considered “private” in some way. Unless a person wears a

full-face covering, their face is regularly displayed in public; unless they choose not to speak,

their voice can be recognized by those who have heard it. When someone chooses to walk on

the street or enter a shop or other public place, they know and generally accept that their

actions could be seen. From early techniques like fingerprinting through facial recognition

technology and genetic sequencing, biometric data raises some of the thorniest questions

relating to cyber privacy.FINGERPRINTSAnecdotal evidence scattered through historical

records suggests that societies have used fingerprints for identification on at least an

intermittent basis for hundreds if not thousands of years. As far back as 2000 BCE, fingerprints



were being recorded on clay tablets in ancient Babylon, and some accounts suggest that

Babylonian criminals were being fingerprinted in 1700 BCE, during the era of King

Hammurabi.4 In China, fingerprints were used to sign clay seals in 250 BCE. The practice

carried forward for millennia: fingerprints were used on government documents in fourteenth-

century Persia.5By the 1890s, a French anthropologist and police desk clerk developed what’s

believed to be the earliest systematic approach to biometrics. Alphonse Bertillon believed it

was possible to use the precise measurements of a person’s physical attributes—skull width,

foot length, middle finger, and other bony structures—to uniquely identify them.6 He further

believed that, if at least fourteen of these separate measurements were taken, the chances of

misidentification were 285 million to one. An ambitious approach, its effectiveness was

frequently limited by human error: to be successful, this method required measurements to be

taken with consistent technique and precision—not an easy task in nineteenth-century

criminology.Although Bertillon’s approach didn’t take hold, it laid the foundation for what would

become one of the most widely used forms of biometrics: fingerprint analysis. Fingerprinting

was already being used by British imperial officials in India who required colonial subjects,

when signing a contract, to cover their palm and fingers in ink and impress them on the page.

The practice achieved two goals: identifying the individual who signed the contract and

intimidating subjects, a dual purpose that presaged the ways in which biometric information

can be used today to reinforce the power imbalance between individuals and the state.At the

same time, fingerprints were beginning to capture the popular imagination and were being

incorporated into criminal investigations. On the pop culture front, Mark Twain popularized the

idea of using fingerprints to catch criminals in his 1883 memoir, Life on the Mississippi, and

1894 novel, Pudd’nhead Wilson. In law enforcement, what may have been the first criminal

conviction based on fingerprint analysis came in 1892 in the sensational case of an

Argentinian woman who was convicted of murdering her children, then slitting her own throat

(she survived), and accusing someone else to cover up her crime.7A tipping point had arrived,

and fingerprint analysis took off. By 1903, New York State was using fingerprints to verify the

identity of civil service applicants (and prevent cheating on the examination) as well as inmates

in the state prison system.8 The United States saw its first criminal conviction based on

fingerprint evidence in 1912. By 1924, fingerprinting had become so widespread, for both

criminal investigation and identification, that Congress passed legislation creating the

Identification Division of the Federal Bureau of Investigation to hold the 880,000 fingerprint files

already in the FBI’s possession. By 1939, the FBI held more than ten million fingerprint

records, and by 1946—thanks to fingerprinting of military personnel, defense-sector

employees, expanded record-keeping relating to noncitizens, and continued criminal

investigations nationwide—the FBI held files containing more than 100 million sets of

fingerprints.9As fingerprint technology has made it quicker, easier, and cheaper to capture,

store, and compare fingerprints over time, the nature of fingerprint databases has also

changed. Although early uses of fingerprints included validating transactions and confirming

identities, the greatest impact of fingerprint collection was arguably in the investigation of

crimes. Today, the FBI and the private sector possess vast stores of fingerprint, palmprint, and

hand geometry information about millions of people who have never been investigated for,

charged with, or convicted of a criminal offense. In some cases, such as crime scenes, people

leave behind fingerprint evidence inadvertently. In other cases, people provide their fingerprints

voluntarily and expect them to be used for wide-reaching background checks, for prospective

jobs, professional licensing, or expedited airport security screening—or to be closely held,

available only to the company they give them to, and only for limited purposes, such as using a



fingerprint to sign into a gym or a doctor’s office. And in still other cases, like using a fingerprint

to unlock their smartphone, people are voluntarily using that piece of biometric data as they

would set a combination on a safe: as a mechanism to protect a store of sensitive data, often

on the assumption that the key can’t be easily compromised by anyone—companies or

governments—who might wish to access the information that the fingerprint protects.The

lessons of colonial India are instructive, however: when fingerprints and other forms of

biometric information are collected, combined, and used today, whether by governments or the

private sector, the risk of a power imbalance remains, a cautionary tale for anyone considering

whether to voluntarily provide their fingerprint, whether it’s to clock their time at work, unlock

their cell phone, or access the speed-line for roller coaster rides at the local amusement park.

Even when they are collected voluntarily for benign purposes, the unchangeable nature of

fingerprints means that the information, if compromised, could end up being used for

unforeseen—and perhaps exploitative—ends.GAIT RECOGNITIONAs far back as 350 BCE,

Aristotle studied the ways that different creatures moved in his work On the Gait of Animals. In

Victorian England, fictional detective Sherlock Holmes identified a murder suspect based in

part on his analysis of the culprit’s stride.10 A person’s gait is one of many attributes we

naturally come to recognize in people we know—along with their hand gestures, the set of their

shoulders, and the tilt of their head when they ask a question or listen to someone talk. Gait

recognition has historically been an intuitive process. However, modern technology has made

this tool more powerful and scalable than Aristotle or Sir Arthur Conan Doyle could have

foreseen.The turn of the twentieth century brought a leap in gait analysis due to the advent of

motion picture recordings. Scientists found they could make simultaneous use of multiple

cameras to record a person’s movements from different angles. The resulting images revealed

idiosyncrasies in the length of a person’s step, the height of each footfall, and the relative

angles of the ankle, knee, and hip joints. Scientists could even study the way a person’s foot

strikes the ground with each movement.11 Taken together, these patterns created a distinctive

profile of how a specific person walked.It wasn’t until the twenty-first century, however, that gait

analysis became viable as a large-scale biometric technique. The availability of low-cost, high-

volume data storage and cloud-based analytics made it possible to collect, store, process,

analyze, and compare video files that previously had been too memory-intensive for automated

manipulation. By 2008, researchers claimed that, based solely on imagery taken from

satellites, they could identify specific individuals by their gait. Although the effectiveness of

overhead photos and video was limited in certain situations, such as where they only showed a

person’s head and shoulders, a person’s gait could even be analyzed, and recognized, if the

video lacked good resolution on leg movement but showed the person’s shadow.12Gait

recognition technology has become sufficiently advanced in recent years that it’s coming into

widespread use. Under a standard entitled “Biometric Information Management and Security

for the Financial Services Industry,” gait analysis can be used to identify individuals who are

authorized to remotely access electronic systems in the financial services sector.13 Recent

studies showing that gait recognition analysis can accurately identify individuals as often as

99.3 percent of the time14 have prompted interest in its use for airport screenings and have

heightened interest in reviewing security camera footage in criminal investigations. It’s already

being used for public surveillance programs in China, where proponents of the technology

have noted that “gait analysis can’t be fooled by simply limping, walking with splayed feet or

hunching over.” It’s easy to see why the technology would be appealing in a surveillance state:

as one technology maker boasted, if a person can be recognized simply by how they move

down a public street, “you don’t need people’s cooperation for us to recognize their



identity.”15The advance of gait recognition technology underscores the impact that cameras

have had on biometric information. In earlier times, a person might be seen walking down the

street, but while their actions could be witnessed, they couldn’t be recorded. With cameras

came the ability to immortalize a moment, in some cases without the subject being aware; the

privacy calculus began to change. The heightened discomfort that comes from knowing that

someone else can quickly, cheaply, and surreptitiously make a permanent record of a person’s

presence or activities led, over time, to a number of developments that will be discussed later,

including the definition of key principles of privacy law and lawsuits against social media

behemoth Facebook for its photo-tagging suggestions. These factors have made the expanding

use of camera-enabled surveillance one of the areas of greatest privacy debate, and facial

recognition technology (FRT) lies at the center of the controversy. From laws designed to

prevent Muslim women from wearing full-face coverings to prohibitions against masks in street

protests in Hong Kong; from questions about the use of FRT in airports and police databases

to the discriminatory impact of FRT in identifying persons of different ethnic backgrounds, the

societal implications of FRT are expanding as quickly as the technology itself.FACIAL

RECOGNITIONIt should be no surprise that, even now, at what we like to think of as an

advanced stage of our evolutionary history, human babies have the ability to identify specific

faces nearly from birth. By three months old, babies are more interested in looking at faces

than at other kinds of images; they recognize and prefer their mother’s face to other faces; they

prefer faces that are the same gender as that of their primary caregiver; and if they are raised

in a context where most of their caregivers are of a single ethnic group, the babies very early

on demonstrate a preference for other faces within that ethnic group.16 Taken together, all of

these are hints from science that we’re hardwired almost from birth to rely on facial recognition

to recognize and differentiate between the individuals we know and trust and those we don’t.If

facial perception is the innate human ability to recognize and make sense of features on

human faces, then facial recognition technology is the set of automated tools that enable

computers to make similar judgments. In some cases, computers can be more effective than

humans at facial recognition. Not, largely, because computers are better at it—on the contrary,

the human brain, which has evolved over eons to transform facial perception into a highly

honed skill, is often more accurate in identifying faces than computers. But computers are able

to store and access vast libraries of face-print examples and compare a particular face to those

large data sets. If human beings were able to store in our synapses detailed information about

the facial characteristics of thousands or millions of individuals, combining our accuracy with

computers’ volume would be a potent mix. However, since we can’t, we’re left to grapple with

the significance of allowing computers to enhance—and sometimes err at—a task that our own

unaided senses would be capable of carrying out on a much more limited scope.The use of

facial recognition technology and facial image records for identification goes back to at least

the early days of photography—long before the days of computerized FRT capabilities. The

photographic camera first came into use in 1839; within a few short years, the Pinkerton

National Detective Agency claimed to be the first organization to take pictures of the people it

apprehended.17 Meanwhile, England began using “the angel copier”—prison photography—in

1852 in lieu of branding inmates, as a way to make it easier for police stations to share

information with each other, and as a means to find and identify prisoners if they

escaped.18Semi-computerized facial recognition technology got its start in the 1960s, thanks

to contracts from the US Department of Defense that supported pioneering work in the earliest

phases of artificial intelligence by mathematicians William Bledsoe, Helen Chan, and Charles

Bisson.19 Bledsoe’s team developed a system for comparing photographic images based on



the distance between facial features such as eyes, ears, nose, and mouth.20 This early FRT

system required a combination of human and computer interaction: the human user entered

data into a ten-inch-square electro-optical device that translated the inputs into ten thousand

horizontal and vertical coordinates. With that detailed data entry, the tablet recorded the

location and size of various facial features, along with the distances between them, and fed

that information into a computerized database. When system users wanted to compare a new

photograph with stored images to search for a potential match, the computerized system would

search existing image files by looking for comparable distances between features, sizes of

features, and similar attributes in order to identify the most likely matches.21 Bledsoe’s team

noted at the time that this computerized system wasn’t foolproof, and that any number of

circumstances could confound its ability to make an accurate match. For example, if the same

person was photographed from a different angle, that difference in perspective could make it

appear as though the facial features were different distances apart, thus leading to the

incorrect conclusion that the two photographs depicted different people. Nonetheless, this

system, state-of-the-art for its time, expanded the potential for identifying individuals in ways

that stretched far beyond what had previously been possible.Facial recognition today has

become far more sophisticated and advanced. It’s being used at airports and concerts, in

schools and stores, and to unlock our phones. Advocates of this technology argue that it will

reduce shoplifting, financial fraud, and other kinds of crimes; that any privacy concerns can be

managed; and that it will enhance users’ experience when carrying out everyday activities.22

Critics of FRT point out that it can be spoofed and hacked, leading to false results.23 Facial

recognition is also one of the forms of data collection that raises the greatest civil liberties

concerns. Research has consistently shown that the accuracy of facial recognition algorithms

varies widely across genders and racial and ethnic groups,24 making disadvantaged groups

especially vulnerable to misidentification by an FRT algorithm that misidentifies an innocent

person as a criminal suspect. Because FRT can capture (albeit with errors) a person’s race or

ethnicity, many commentators fear that it could be used to offer different, and potentially

discriminatory, prices to consumers based on their identity.25 Free speech advocates fear that

FRT can be used to thwart democratic protests—a fear that seemed well founded during the

2019 street protests in Hong Kong, when protesters adopted an ever-morphing series of

adaptations to thwart the government surveillance cameras mounted on poles in Hong Kong’s

streets. In response, the art and fashion communities are continually devising inventive new

ways, from jewelry to hairstyles to makeup, to foil the facial recognition technology used by

public surveillance technology.26 Even when used in purely commercial contexts, FRT raises

unique questions about what permission platforms need in order to identify people, and who—

the person or the platform—owns the mathematical model of an individual’s face.Cities around

the United States have restricted the use of FRT in policing.27 State legislatures have passed

laws limiting the use of biometric data, including FRT. Courts have upheld lawsuits based on

those statutes—leading Facebook to pay $550 million in 2020 to settle a lawsuit over its

practice of using FRT to tag people in social media posts without their permission.28 One

activist and media commentator could have been speaking for many more when he noted that,

“Facial recognition, or face surveillance, is a uniquely dangerous technology.”29 While this is

undoubtedly the case, there are at least two more categories of “who we are”—medical

records and genetic information—that also raise unique privacy risks.MEDICAL

INFORMATION AND RECORDSSince 1996, US law has protected the privacy of certain kinds

of personal data relating to medical and mental health diagnosis, treatment, conditions,

insurance coverage, and related information under the Health Insurance Portability and



Accountability Act (HIPAA). Although HIPAA had a transformative effect in standardizing the

privacy of patient medical records, it was designed to meet very specific legislative goals

relating to health insurance and the portability of medical information; consequently, the law

operates within a very narrow context. As a result, the privacy protections required under

HIPAA only apply to the specific categories of “protected health information” defined in the

statute, and the law’s privacy obligations only apply to “covered entities”—that is, to specific

categories of businesses (such as hospitals, medical practices, and health insurers, and their

“business associates,” a category that includes companies like IT providers that handle

information on their behalf).In the quarter century since HIPAA was enacted, the volume,

range, and types of health-related information that are being created and collected every day

have expanded exponentially, and most of these new data types and new data stewards are

not covered by HIPAA.Perhaps the greatest growth of health-related information has come in

the context of the increasingly popular fitness wearables, pioneered by Fitbit in the late 2000s

with their clip-on activity tracker. Since then, more than a dozen other companies have been

making devices that measure our steps and assess the quality of our sleep. These devices are

often coupled with apps that let users track a range of health-related data. Some of it, like heart

rate, is automatically collected by the wearable and sent to storage in the app’s platform. Other

information must be entered manually by the user: what the user ate, how much they weighed,

the last time they had sex, and so on. Some of it is intimate information, like the data recorded

by the 100 million women worldwide who use health-related apps to chart their periods and

estimate their date of ovulation.30 Other information may be less intimate but is equally

revealing with respect to a person’s physical and mental health: blood pressure and blood

sugar readings, medical symptom encyclopedia search history, and interactive online chats

with trained human listeners and AI chatbots.31By and large, HIPAA doesn’t apply to the

companies that make wellness devices and apps or to the data they collect, whether that data

is entered directly by users or collected automatically by the device. As a result, the information

they collect—no matter how sensitive—isn’t protected from being shared or sold to third parties

by anything more than the privacy policies for the app or device. These policies are largely

unenforceable by the users; they vary widely from one company to the next; and they often

provide few details about how the data might be used, either on its own or in combination with

other sources of information about the users.GENETIC SEQUENCEIn the 1980s, the prospect

of translating the roughly three billion base pairs in human DNA into a catalog of human genes

seemed like a moon shot: highly ambitious, enormously costly, and with no guarantee it could

be achieved. Yet in 1988 the National Institutes of Health announced the Human Genome

Project, and the project was formally launched in 1990.32 Research participation and financial

support came in from around the world, with contributions from Australia, China, France, the

United Kingdom, the United States, and others.33 By 2003—two years ahead of schedule,

thanks to an investment of nearly $3 billion—a rough draft of the genome was published. By

2006— $5 billion later—the final portions of the genome had been mapped, and the project

was declared a success.As with other areas of biometrics, technological changes were key to

making a map of the human genome a reality. Improvements in genetic sequencing techniques

were one key component, but advances in computing technology and computing power were

equally vital to the project’s success.34By 2018, genetic testing had become so widely

available that commercial companies like 23andMe, , and others were offering genetic testing

kits to consumers for as little as $129. They promised to provide insights into an individual’s

ethnic and regional heritage and connections to previously unknown relatives, and in some

cases, to screen for genetic markers associated with certain medical conditions.Genetic data is



also surfacing in a number of law enforcement investigations, including ones in which the

suspect didn’t voluntarily provide genetic information, but family members—sometimes distant

relatives—did. Perhaps the most well known of these instances was the 2018 arrest of the

Golden State Killer.35During the 1970s and 1980s, police were investigating a serial killer

thought to have killed twelve women, raped at least forty-five, and burglarized more than 120

homes in communities across California. Despite those efforts, a suspect was never identified,

and what became known as the Golden State Killer case went cold for many years. A break in

the investigation finally came forty years later, thanks to advances in analyzing DNA. For

decades, police had retained a piece of evidence containing an uncontaminated DNA sample

from the attacker responsible for one of the Golden State Killer’s crimes. By 2016, the state of

California had established a DNA database for persons arrested and convicted of serious

crimes, and federal and state law enforcement authorities decided to reopen the Golden State

Killer case, offering a $50,000 reward for information leading to his capture. Contra Costa

County Detective Paul Holes used the decades-old DNA sample to create a DNA sequence

map in a format that could be uploaded to the DNA matching database GEDmatch.36 Based

on the attacker’s DNA sample, GEDmatch identified ten to twenty distant relatives, and a

genealogist set about drawing the family trees that included individuals potentially matching the

identity of the killer. From there, Holes and others began the legwork of narrowing down the

field and zeroed in on Joseph James DeAngelo, then seventy-two years old, as a prime

suspect. As part of the investigation, they collected DNA samples DeAngelo had left behind in

places he probably didn’t consider: from his car door, from a tissue left in his garbage, and

from an item DeAngleo had been handling at work, provided by a coworker. Based on

comparisons between DeAngelo’s DNA and the crime scene samples, police arrested him on

April 24, 2018. The rape and burglary charges could no longer be prosecuted because the

statute of limitations had expired. However, on June 29, 2020, DeAngelo pled guilty to thirteen

murders and was sentenced to eleven consecutive life sentences in prison, with no possibility

of parole.37There are a number of striking features about the way that DNA evidence figures in

this arrest. First, the original sample was taken from evidence collected via a rape kit in the

1970s, which had been preserved for decades in law enforcement evidence storage. Second,

narrowing the pool of suspects was made possible by DNA from distant relatives—DeAngelo

himself hadn’t provided his DNA to any of the commercial DNA testing services. But he had

relatives who had, and their DNA markers were sufficient to draw the family tree that identified

him as one of the potential suspects in the unsolved crimes. Third, the evidence that cemented

his candidacy as a prime suspect was DNA evidence DeAngelo never intentionally provided; it

was part of the constant trail of DNA that we all leave behind us in our everyday activities, on

every object we touch and in every place we go. Under the law, there are almost no privacy or

other protections against the collection and use of that kind of information. While most people

would applaud the outcome in this case—the arrest of a serial killer, rapist, and burglar—it also

points to the complexity of ethical issues relating to DNA evidence: both the promise of DNA

information in solving crimes and the questions around collection and use of DNA information

about individuals who don’t know their data has been collected or who haven’t consented to its

use for particular purposes.DNA analysis provides just one more example of the privacy

intrusions that can result from biometric data, both because of the nature of the data itself and

also because of the large-scale reference databases that must be maintained in order for there

to be a meaningful set of data to search against. A key feature shared by all of these varieties

of biometric information is that, unlike what we do or what we have, the biometric features that

identify us can’t be easily changed. Their immutable nature is what makes them so effective for



identification and investigation, and is also why their collection and use create such privacy

risks. Across the board, the advances in biometric identification and analysis raise a number of

questions, including: 1) whether some kinds of biometric information (such as genetics) should

be treated as being more sensitive than others (such as fingerprints); 2) how to remedy the

harm to an individual when their biometric privacy has been violated; 3) how to counteract the

impact of biometric conclusions that are biased by the ethnicity, gender, or other demographic

features of an individual or group; and 4) how much privacy we are willing to sacrifice in order

to achieve the cost savings, security, and convenience that proponents believe will be made

possible through the use of these technologies.WHAT WE THINK, BELIEVE, AND KNOWThis

may be the most sensitive category of personal data. In many instances, concerns about other

categories of information are really concerns that things we are, have, and do could provide

insights into our interior lives: what we think, believe, and know. We know this intuitively: that

intangible information about us can yield deep insights. For example, when critics of NSA’s

business records metadata collection program argued that there were privacy risks inherent in

aggregating information about the existence of phone calls, the concern that many privacy

advocates raised was not about the call detail records themselves, but about the risk that those

records could be cross-referenced with other information that could identify the other parties to

a call, and therefore serve as a basis for making assumptions, or reaching conclusions, about

a person’s thoughts or intentions. Put another way, the call records only revealed that phone

number “A” had called, or been called by, numbers “B,” “C,” and “D,” and the date, time, and

duration of the calls. Critics worried that the government could theoretically combine those

records with other information that identified the individuals or organizations associated with

numbers B, C, and D, and then deduce (or assume) that person A was, for example, receiving

care from a public health clinic known for treating drug addiction and HIV, that they were

reaching out to a suicide hotline, that they belonged to the First Church (or Synagogue or

Mosque) of Big City, or that they were active in Big Party politics.Of course, all of that

information isn’t available from the fact that phone number A was used to dial phone number B,

C, or D. But the concern shows how accustomed we’ve become to data aggregation. We

assume that accurate and detailed directory information about the owners or users of phone

numbers can be readily overlaid with the numbers themselves, and even superimposed on

physical geography, allowing humans or algorithms to reach conclusions from the aggregated

information. In some cases, that Hollywood-style idea of a Big Brother data society is greatly

exaggerated. The ability to amass and combine those volumes of data requires significant

money, sophisticated technology, and a permissive regulatory environment in which laws fail to

constrain cross-data-set aggregation activities within limits that are consistent with American

and other nations’ values. Government organizations frequently have access to the needed

money and technology, but in many cases are subject to significant regulation, oversight, and

other constraints that prevent them from edging into authoritarianism. In the private sector,

however, fewer meaningful legal restrictions exist; as a result, companies that can hoard

enough data, raise enough funds, and develop or acquire sufficiently robust computing

platforms have at least the potential for deducing complex and sophisticated insights about

what we think, believe, and know based on the digital detritus that our everyday activities leave

behind.Most of us have some intuitive sense of what “privacy” means in the physical world, but

when it comes to the ways that our digital lives provide insights into what we think, believe, or

know, our intuition often falters. For example, telephone metadata and cell phone location

information are seen as highly sensitive. Yet, as individuals, we often don’t consider the extent

to which our internet searches and other online activities are being tracked, analyzed, and



shared. The companies doing that analysis are at risk of leaping to unfounded assumptions,

whose substance and impact on our lives could range from benign to humorous, disturbing,

damaging, or dangerous. Indeed, marketers and behavioral profilers assume that our searches

are intimately tied to the essence of who we are and how our opinions and purchasing habits

can be shaped.As it happens, the assumptions that these researchers draw from our online

activity can be wildly off-base: browsing for beauty products leads advertisers to assume we’re

female; browsing retirement community information leads them to believe that we’re elderly.

When a profiler (or their algorithm) concludes that a particular person is a man between the

ages of twenty-five and thirty-four, they’re right as little as 25 percent of the time. For just a

single characteristic, such as identifying a person’s gender, the profiler is likely to get it right as

little as 42 percent of the time. In both cases, the accuracy rate is worse than it would be from

merely guessing.38Accurate or not, most of these assumptions—and the results—are fairly

benign. For example, if we use Google to search for weather and maps in another part of the

country, Google’s algorithms may conclude we plan to travel there and start serving us ads

related to that location. If Google’s algorithms are wrong, it’s likely that the worst consequence

we suffer is having “real estate” on our computer screen taken up by irrelevant ads. The more

sensitive the search is, however, the greater the risk that erroneous assumptions about why we

launched that search could have genuinely negative consequences for us.Nowhere is this risk

more evident than when, out of intellectual curiosity, we search for information on activities or

conditions that are deemed dangerous or socially unacceptable. I might be searching for

information on the viability of biological weapons or the steps to enriching weapons-grade

nuclear material because those topics have been in the news and I want to understand more

about how the technology works, how mature it is, and how easily a rogue actor could

accomplish those goals. It’s a purely academic interest on my part, but if I’m not cautious about

how I search for that information, those searches will become part of the unique and

voluminous aggregation of data about me. The same is true with searches for stigmatized

medical conditions, disfavored social statuses, and any activity that could be seen as

potentially dangerous or antisocial. When our search history becomes available to third parties,

the risk increases that we will be judged not only for having made those searches but on why

we searched at all.In understanding the twin perils of how our search history can be misused

and of relying on internet searches as reliable indicators of personal plans, intentions, or

meaningful insights, it’s important to remember how recent this phenomenon is—it wasn’t until

2006 that “google” became formally recognized by the Oxford English Dictionary as a verb.39

In an analog age, no one would have been able to track precisely what subjects an individual

looked up in an encyclopedia. Now all of that information is catalogued each time we search

online. And, as imprecise as the inferences may be, search strings often indicate something

about our interests or our state of mind. Bad enough for data to intrude on the privacy of our

activities and the state of our bodies; even worse for it to serve as some kind of mind-reading

test.So just how private should our search histories be? Reasonable minds differ, and the law

on this isn’t settled. But it’s important not to overlook this category of information, whether it

takes the form of the search terms we deliberately enter into a browser or the referrer links that

show each website where we were on the internet before arriving, and which site we go to

when we leave.DEEP FAKES: SYNTHETIC POLITICS AND PORNThe “deep fake”

phenomenon is one of the most recent, and most rapidly evolving, data-driven technologies to

arrive on the scene, going from a largely unknown digital experiment to widely available and

sophisticated technology in just a few years. Deep fakes have been described as “synthetic

audiovisual media,”40 and “hyper-realistic digital falsification of images, video, and audio,”41



and they show real people, often politicians or celebrities, appearing to do or say things that

they’ve never actually done or said. The makers of deep fake videos rely on software that

combines authentic digital information and enhances it with audio and video alterations that

are made possible by artificial intelligence programs.Deep fakes first emerged in a Reddit

thread created on November 2, 2017.42 Less than two years later, there were at least twenty

websites and online community forums dedicated to the creation of deep fakes, and multiple

apps enabled users to create their own.43It’s a staggering leap forward technologically. Where

doctored videos in the analog age relied on deceptive editing—cutting and splicing audio and

video recordings in ways that created false impressions—today’s deep fakes allow video

makers to create a wider range of deceptive content that never happened, such as the 2018

video that appeared to show President Barack Obama warning about the dangers of

disinformation and using an expletive to refer to President Donald Trump.44 That video,

created by researchers hoping to warn of the dangers of deep fakes, went viral: it was viewed

nearly five million times in less than six months.45By late 2019, there were nearly 15,000 deep

fake videos online. Ninety-six percent of them were pornographic, the top four websites alone

garnering 134 million views.46 Deep fakes today are generally created from digital

representations of a person’s likeness or voice, sometimes distorting the very information that

they’ve posted to social media or provided to friends. They frequently rely on real video footage

with someone else’s face overlaid onto it, transforming porn footage, for example, by altering

the actors’ faces to look like celebrities like Taylor Swift, Gal Gadot, or Daisy Ridley.47 In other

instances, the videos are a complete fiction, created from a pastiche of still images that have

been enhanced by AI in order to create video of actions that never took place. A sampling of

social media posts perfectly captures the chilling nature of what’s possible. As one Reddit user

said, “I want to make a porn video with my ex-girlfriend. I don’t have any high-quality video with

her, but I have lots of good photos.” Another user on Discord posted that he made a “pretty

good” video of a girl he went to high school with using a few hundred photos he had scraped

from her Instagram and Facebook accounts.48Deep fake porn videos are intended to harass,

humiliate, and delegitimize the women who are targeted in them. There’s a distinctly gendered

dynamic in the content: fake porn videos overwhelmingly depict women, and often target

specific women—female celebrities or politicians, ex-wives, or ex-girlfriends.49 Other kinds of

deep fake videos—purporting to show former President Obama giving an incendiary speech,

or Nancy Pelosi appearing drunk—are intended for political misinformation and voter

manipulation. For those non-porn topics, men and women are depicted at nearly equal rates.50

In some cases, deep fakes aim for a perfect intersection of politics and misogyny, like the fake

sex video alleging to be Hillary Clinton’s that was pushed by Russian social media trolls.As

malicious as these videos can be, their potential for harm is mitigated somewhat by the

shortcomings of the technology. It’s often possible to tell that AI-generated video is fake; the

eyes don’t blink frequently enough to look natural, and the movement of lips and tongues isn’t

depicted in realistic detail.51 As a result, many of today’s deep fake videos have a look and feel

that’s a bit like foreign-language movies that have been poorly dubbed: the timbre of the voice

might sound more like actor Jordan Peele than Barack Obama, and the movement of the lips

and teeth might not quite line up with the audio track.In the not-too-distant future, however,

deep fakes will become more convincing and may be able to co-opt more than just our likeness

and our voice. By the end of 2020, the technology may become so advanced that human

viewers can no longer differentiate deep fake videos from real content—and our only solution

will be to create other AI programs that can.52In addition to producing nearly indetectable fake

video, before long, software may be able to completely “spoof” our identities, to mimic our



entire online persona in a highly convincing digital masquerade. Users will be able to upload

digital images to a simulation program, creating an avatar that has an eerie resemblance to

your face, your gait, your voice, and your mannerisms. The simulation software may pull data

from other programs that track your internet browsing and location history, and that store your

passwords and provide authentication for all of your financial accounts, email, calendar, and

social media. With access to these programs and their data, malicious actors may be able to

carry out the most convincing impersonations in human history.As in other areas, the

technology is moving faster than the law, leaving us with no comprehensive remedies for the

digital duplication of our identities. Criminal laws address only certain prongs of this behavior:

they prohibit hacking into people’s computers and accounts, but most don’t criminalize the

misuse of digital data, like photos, that can be used to mimic someone’s behavior, so long as

the information was lawfully acquired. Civil lawsuits give a victim some recourse against a

person who appropriates their likeness, but only if the victim can figure out who was behind it.

Under take-down laws, an impersonation victim can demand that all copies of a faked video be

removed from the internet, but only in some jurisdictions, and only for some kinds of content.

By the time there’s a criminal conviction or damages award, the harm—to reputation, to public

perception, in fraudulent transactions, and in other ways—will have already been done.While

the complete digital spoofing of a person’s entire identity isn’t yet possible, the rapid evolution

and spread of deep fake videos provide one more reason to be wary of the digital footprint we

create, and to treat the gaps in the law as a matter of real urgency.CHAPTER 2A BUZZSAW

OF BUZZWORDSHow Cloud Computing, Algorithms, and Analytics Are Impacting Data

TodayMany of today’s most sophisticated data uses haven’t resulted from changes in the data

itself; they’ve been made possible by advances in computer storage and processing. For

example, complex medical diagnoses and predictions often rely on the same kinds of

information that previously existed, handwritten, in patients’ charts and researchers’ notes. The

difference is that today’s computing technology allows all of the notes, charts, and research

that had been recorded and held separately to be digitized and brought together onto cloud

computing platforms, where they’re combined with reams of related information and then

crunched by algorithms looking for similarities. In some cases, these algorithms can make

predictions in ways that, in the past, could only have been carried out by high-end, expensive,

government-funded supercomputers. It’s true that data-driven technologies of all kinds have

vastly expanded the volume and types of information being created and collected. But many of

today’s thorniest questions about data privacy don’t stem from the information itself but from

the data analytics and predictive algorithms that cloud computing platforms make possible,

available, and relatively cheap.Many of today’s thorniest questions about data privacy don’t

stem from the information itself but from the data analytics and predictive algorithms that cloud

computing platforms make possible, available, and relatively cheap.WHY THE GROWTH OF

COMPUTING POWER HAS BEEN A GAME CHANGEREven in fast-moving areas of

technology, some ideas have staying power. Gordon Moore put his finger on one that would

become so influential, it became associated with his name.1 Moore was one of the visionaries

in the emerging field of computing: as cofounder of Fairchild Semiconductors and later the

CEO of chip-maker Intel, Moore created and led one of the corporations that would reshape

modern life.In 1965, Moore published a now-famous paper in Electronics magazine about

computer processing speed and integrated circuits.2 In it, he predicted that the steady growth

in processing power was likely to continue—and explained why it was poised to fundamentally

transform the impact that technology had on society. According to Moore, since the advent of

electronic circuits, the amount of information that could be processed by a circuit had roughly



doubled every two years, and that pace was likely to continue for at least the next decade.

Moore wrote:The future of integrated electronics is the future of electronics itself. The

advantages of integration will bring about a proliferation of electronics, pushing this science

into many new areas.Integrated circuits will lead to such wonders as home computers— or at

least terminals connected to a central computer—automatic controls for automobiles, and

personal portable communications equipment. The electronic wristwatch needs only a display

to be feasible today.But the biggest potential lies in the production of large systems. In

telephone communications, integrated circuits in digital filters will separate channels on

multiplex equipment. Integrated circuits will also switch telephone circuits and perform data

processing.Computers will be more powerful, and will be organized in completely different

ways. For example, memories built of integrated electronics may be distributed throughout the

machine instead of being concentrated in a central unit. In addition, the improved reliability

made possible by integrated circuits will allow the construction of larger processing units.

Machines similar to those in existence today will be built at lower costs and with faster turn-

around.3In those few paragraphs, Moore predicted home computers, vehicle telematics, smart

watches, the internet, and cloud computing.4 All in 1965.In fact, the growth rate that Moore

predicted has accelerated, with processing power doubling approximately every eighteen

months in recent decades. Computing power has increased a trillionfold between 1955 and

2015.5 The average smartphone today has more memory and processing power than the

computers that were used to send the first men to the moon. We haven’t yet reached a natural

limit posed by physics or mathematics—every time we think a limit is being reached, engineers

and computer scientists have found new approaches to extend the realm of what’s possible.

When serial processing power was no longer enough, electrical engineers and computer

scientists discovered the enhanced speed and capacity offered by parallel processing. When

parallel processing was no longer enough, researchers developed the software and hardware

frameworks that have made it possible to transition to the massively parallel capacity of cloud

computing. Today, nations and corporations are in a race to develop quantum computing, a

technology that’s projected to be so powerful that it could dwarf current levels of

miniaturization, speed, and power, making today’s smartphones look no more sophisticated

than the telegraph machines of a century ago.If Moore’s law continues to hold true, it’s hard to

anticipate what kinds of revolutions in data processing could become possible in the next five

to fifteen years. What we do know is that, if the past serves as our guide, there’s no end in

sight.HOW DATA HAS GROWNBy 2018, nearly 4 billion people around the world had access

to the internet and were performing 5 billion searches every day.6 Much of that data was being

created on social media. Facebook, for example, reported 2 billion users around the world,

including 1.5 billion users active on Facebook every single day, and posting 300 million photos

daily.7 Instagram—another social media platform owned by Facebook—boasted 600 million

users, with half-a-billion of those users active every day, posting some 95 million new photos

every twenty-four hours.8The growth has been nonstop. In 2015, Forbes reported that more

data had been created from 2013 through 2015 than in all prior recorded history.9 In 2018,

Forbes followed up that 90 percent of the data in the world had been generated in the previous

two years—that is, between 2015 and 2017.10 By April 2019, every day, internet users would

post 500 million tweets, send 300 billion emails, upload 95 million photos on Instagram, and

search the web 5 billion times.11 By 2020, fitness wearables will have generated some 28

petabytes of data.12 (It’s often hard to visualize precisely how much a petabyte of data is, but

roughly speaking, all of the information in US academic research libraries would only add up to

2 petabytes.13) It’s useful to remember that Fitbit didn’t roll out its first product until 2009, and



the first smart watches didn’t arrive on the market until 2012.14 Although these devices are

relatively new, their popularity has soared, with industry analysts estimating that some 245

million fitness wearables would be sold in 2019.15WHAT COMPUTING POWER HAS MEANT

FOR THE GROWTH OF DATAAs if in a feedback loop, the trillion-times growth of computer

power has fueled the proliferation of data, and the growth of data has fueled the expansion of

computing power. The two developments have been mutually reinforcing in speed and

capacity.The trillion-times growth of computer power has fueled the proliferation of data, and

the growth of data has fueled the expansion of computing power. The two developments have

been mutually reinforcing in speed and capacity.One of the key developments in computational

capacity and data generation has been the rise of cloud computing. In roughly a decade, cloud

computing went from a somewhat niche area of commercial and academic research to a

household concept and name, with hundreds of millions of people around the world taking

advantage of personal cloud computing accounts on services such as iCloud, Google Drive,

Microsoft OneDrive, and other cloud storage platforms.Like the internet itself, the concept for

cloud computing originated in the Defense Advanced Research Projects Agency (DARPA), an

agency of the US Department of Defense. The term first came into use in the 1960s and

1970s, with the concept of multiple users connecting to and sharing in the use of a single

computer. By the 1980s and 1990s, computer scientists and engineers were regularly using

the symbol of a cloud as a visual depiction for the series of computer connections between one

user and another—in effect, a visual representation of an ellipsis, but for technical presentation

rather than prose. The cloud was the symbol that went onto a drawing or slide to show that

there were computer connections of some kind between here and there, but those connections

weren’t the central point of what was being captured on the slides.Cloud computing surfaced

as a transformative technology in the first decade of the new millennium, with two sets of

papers and developments coming out of two multinational tech giants within a short span of

time. In 2004, Google released a paper on the Map Reduce method of manipulating large-

scale quantities of data, and in 2005, it released a paper on the Hadoop computing model. In

2006, Ebook Tops Web Services rolled out its elastic compute cloud, and in 2008, Google

released papers on its Google Files Service, Hadoop framework, and Map Reduce

computational models. The release of these papers ushered in a new era of open-source and

proprietary research on cloud computing and related technologies that spurred rapid

developments in the field and laid the foundation for wholesale shifts in how computing

technology would be used. Cloud architecture allowed multiple users to share storage space

and processing speed and power on a network of multi-tenant servers, and computational

frameworks like Map Reduce made it possible to collate and manipulate data across those

scattered machines. Together, these new capabilities made it possible to bring unprecedented

speed and power to indexing and analyzing record-setting quantities of data objects spread

across multiple racks of equipment.All of these technologies form the foundation for today’s key

privacy challenges: how data is collected and processed, what happens to the data that we

generate as well as the information that others generate about us, and how that data is

combined into an ever-growing stream of effects that impact our everyday lives.If Gordon

Moore’s observation about processing power continues to hold true for another decade or

more, we’ll see this explosion of technology and data—and their intrusion into our lives—

continue to accelerate at a pace even more rapid and head-spinning than what we’ve already

experienced since the turn of the new millennium.That prospect makes this an exceptionally

good time to pause, reflect, and ask the questions: Who has my data? And why should I care?

Equally important are the questions that follow right behind those. What, if any, restrictions are



there on how personal data can be used against me? And, with the rapid pace of new

technology development, how can law and policy keep up?CHAPTER 3THE PRIVACY

PRISMA Single Term with Many DimensionsPrivacy”—as we’ll see throughout this book—

doesn’t have any single, simple, or agreed-upon definition in law, policy, or culture. This book

looks at the notion of privacy primarily through two distinct lenses: 1) a Western democratic

focus, shaped by English common law and the Western European traditions that have had the

greatest influence on American culture, society, and expectations; and 2) through the

perspective of technologies commonly used in the United States, the ways in which US law

treats individual privacy, and the ways in which questions about data access are permeating

American debate.There are a number of reasons for this US-centric approach. First, many of

the technologies that are most central to cyber privacy were developed in Silicon Valley.

Second, perhaps because so many of those innovations have roots in America, the

technologies have often been developed with an eye toward US law and cultural norms.

Consequently, even where the technologies have been exported to a global user base, or

where the technologies have been developed overseas, for many products and services whose

business model depends on personal data, American laws and cultural norms exert a strong

and sometimes defining sway over the mindset that goes into product development as well as

data collection and handling practices. Despite its US-based perspective, however, this book

also considers European data protection laws and their influence on American-based global

technology companies, as well as the data practices of countries like China and Russia, which

strictly limit the types and amounts of information that their citizens can access, and which use

personal data as an intentional means to coerce and constrain individual speech, activities,

and thought.Bearing in mind the inevitable cultural differences that give rise to differing

concepts of privacy around the world, any attempt to understand how technology is reshaping

our notions of personal privacy has to start with the question: What does “privacy” mean?

FOUNDATIONS OF PRIVACY IN THE UNITED STATESThe United States legal framework

recognizes several key sources of law: court decisions that have descended from English and

American common law; the principles identified explicitly and implicitly in the US Constitution

and Bill of Rights; and federal and state statutes. The US Constitution doesn’t contain any

language explicitly recognizing a right to privacy—in fact, the word “privacy” doesn’t appear

anywhere in the Constitution or Bill of Rights.1 However, English common law provided

important context that allowed American courts to define a right to privacy in the nineteenth

century.Under early American law, the rights that today we consider to be part of privacy were

closely tied to property ownership: the things people did in their homes were private because

homeowners had a right to keep other people—and their nosy inquiries—out of the homes

they owned. Correspondence was private because property ownership principles meant that

only the sender and recipient had the right to break an envelope’s seal. American colonists

fought a war, among other reasons, to ensure that citizens of the newly formed country could

refuse to turn over the contents of their letters to the government and refuse to allow police to

search their homes. These protections are at the heart of the Fourth Amendment to the

Constitution, which declares that the government may not violate the right of the people “to be

secure in their persons, houses, papers, and effects,” and which requires any government

search of those things to be reasonable, often based on certain indicia such as warrants.

Although the Fourth Amendment applies only to government actions, it was also the case

under common law that, if a private citizen invaded another person’s home or read their mail,

the rightful owner of those things could sue the intruder—not based on a claim of invasion of

“privacy” as we understand that notion today, but on a claim of trespass.Throughout most of



the eighteenth and nineteenth centuries, the right to privacy remained largely tied to

conceptions about property ownership. By the late 1800s, however, the realities of urban,

industrialized life and innovations in technology were intruding into people’s lives in ways that

prompted courts to react and recognize a new right to privacy that didn’t depend on owning

property. Although the Fourth Amendment protected people from government intrusion into

protected spheres like homes and property, it couldn’t address the increasingly vexing question

of whether the law should recognize rights to recourse if private actors interfered with a sphere

of life that didn’t yet have a legally protected name but which seemed to involve similar

interests relating to the ability to shield personal information and actions from prying eyes, and

the ability to keep strangers at bay.Two indicators of this growing awareness emerged in the

1880s. The first was an article by E. L. Godkin, a journalist and newspaper editor who wrote in

1880 that a person’s private life could be thought of as “that portion of the personality which is

not physical or tangible, the tastes, habits, prejudices, sensitiveness, manners, relations with

friends and family, and the like, about which the civilized man ordinarily dislikes to talk to

strangers or have strangers talk.” In Godkin’s view, in modern life, a person’s private life was

always at risk:There never was a time when people did not enjoy hearing about their neighbor

things which they knew he would not like to tell them. But . . . we must admit that nothing is

better worthy of legal protection than private life, or, in other words, the right of every man to

keep his affairs to himself, and to decide for himself to what extent they shall be the subject of

public observation . . .The community has a good deal to fear from what may be called

excessive publicity, or rather from the loss by individuals of the right of privacy.2The second

was an 1881 Michigan court opinion addressing Alvira Roberts’s complaint against a doctor

who brought a stranger with him to assist with delivering her child. When Roberts went into

labor and called Dr. De May, the physician brought a friend, Mr. Scattergood, with him. Roberts

and her husband assumed that Scattergood, who remained inside their cramped, 14-by-16-

foot home throughout her labor, was either a medical assistant or a doctor in training.

According to court documents, when the Robertses later discovered that Mr. Scattergood was

“a young unmarried man, a stranger to the plaintiff and utterly ignorant of the practice of

medicine,” they were mortified at the indignity caused by his presence, and they sued.As it

turned out, the Michigan court was equally appalled. The judges made a number of legal

points in their opinion, but the most salient ones, from the standpoint of privacy, were these:Dr.

De May therefore took an unprofessional young unmarried man with him, introduced and

permitted him to remain in the house of the plaintiff, when it was apparent that he could hear at

least, if not see, all that was said and done . . . It would be shocking to our sense of right,

justice and propriety to doubt [that] . . . the law would afford an ample remedy. To the plaintiff

the occasion was a most sacred one and no one had a right to intrude.3Although the court

didn’t use the word “privacy,” its decision rested on what has become one of the thorniest

principles of privacy: that a person can choose how widely to share information about

themselves; that sharing it with one person doesn’t create a license for it to be spread to all.

(What makes this a thorny principle is the fact that it doesn’t apply in all cases. Although it’s an

important cultural norm and a legal standard in some circumstances, we’ll see in later chapters

that the Fourth Amendment’s “third party doctrine” takes the opposite approach.) Further, the

Robertses could sue even though they had voluntarily allowed Scattergood into their home; De

May hadn’t fully informed them about who Scattergood was, and had De May informed them,

they would not have given their consent.The court acknowledged that this intrusion on privacy

took place in the Roberts’ home, a place that enjoyed long-standing, traditional protection. But

the judges’ language made clear that the Roberts’ property interest in their home wasn’t the



only factor in their decision, nor even the most important one. Rather, the occasion was an

intimate one. Scattergood could see and hear everything that happened during the childbirth,

and De May and his friend hadn’t fully informed the Robertses about the implication of their

decision when they agreed to let Scattergood in. Although the court never used the phrase

“reasonable expectation of privacy”—a concept that would later become important in privacy

law—the judges strongly implied that anyone would find this set of facts to be “shocking to our

sense of right, justice and propriety.”Although this case has long since been overtaken by

other, more widely cited decisions, it is in some ways the birth—no pun intended—of the

American justice system’s recognition that when one person invades the privacy of another, the

law should provide a remedy for that injury. This case laid the foundation for two key, enduring

principles: that the law should recognize a right to privacy in certain situations, and that

“consent” to an intrusion on that privacy is meaningless if the consent is given under false

pretenses. As we’ll see in later chapters, both of these concepts are, or should be, relevant to

understanding data privacy today.A few years after Godkin’s article and De May v. Roberts,

these nascent formulations took shape, and took hold, in an 1890 law review article, “The Right

to Privacy,”4 written by future US Supreme Court Justice Louis Brandeis along with his law

partner, Samuel Warren. Warren hailed from a Boston society family and was incensed that

Boston’s paparazzi and local newspapers had intruded on his daughter’s wedding. Irked, he

and Brandeis wrote about how technology and the press were intruding on private life and

heightening the need for individuals to enjoy a “right to be let alone.” They wrote:Instantaneous

photographs and newspaper enterprise have invaded the sacred precincts of private and

domestic life; and numerous mechanical devices threaten to make good the prediction that

“what is whispered in the closet shall be proclaimed from the house-tops.” For years there has

been a feeling that the law must afford some remedy for the unauthorized circulation of

portraits of private persons . . .The press is overstepping in every direction the obvious bounds

of propriety and of decency. Gossip is no longer the resource of the idle and of the vicious, but

has become a trade, which is pursued with industry as well as effrontery. To satisfy a prurient

taste the details of sexual relations are spread broadcast in the columns of the daily papers. To

occupy the indolent, column upon column is filled with idle gossip, which can only be procured

by intrusion upon the domestic circle.Their description of the ways in which the technologies of

the time made it possible for trolls to plant news and for gossip to go viral sounds familiar. With

those words, Brandeis and Warren could as easily have been writing about the twenty-four-

hour news cycle and the proliferation of social media in the twenty-first century. As an antidote

to “the intensity and complexity of life,” people needed “some retreat from the world.” Yet, at a

time when people needed solitude and privacy more than ever before, they lamented, cameras

and mass-market journalism were subjecting modern man to “mental pain and distress, far

greater than could be inflicted by mere bodily injury.” As a result, they argued, the law must

grant each individual “the right of determining, ordinarily, to what extent his thoughts,

sentiments, and emotions shall be communicated to others.”In other words, Brandeis and

Warren were advocating for privacy law that protected people, unrelated to their property.5 The

right to privacy, they wrote, must functionto protect those persons with whose affairs the

community has no legitimate concern, from being dragged into an undesirable and undesired

publicity and to protect all persons, whatsoever their position or station, from having matters

which they may properly prefer to keep private, made public against their will.6Building on the

foundation laid by their article, US law came to recognize four distinct categories of invasion of

privacy torts—that is, harms for which one person can sue another:71. Appropriation of name

or likeness (using someone’s name or image without their permission)82. False light (similar to



defamation, saying or implying things about a person that aren’t true and would be “highly

offensive to a reasonable person”)93. Public disclosure of private facts (spreading information—

often embarrassing—that is factually accurate, but that the person involved did not want or

intend to be widely known)104. Intrusion on seclusion (interfering with a person’s solitude or

“right to be left alone” in ways that would be “highly offensive to a reasonable person”)11It

would take nearly seventy years for a similar theory of privacy to take hold in the law

enforcement context. In a famous 1967 case called Katz v. United States, the court was asked

to decide whether a bookie had a reasonable expectation of privacy in the illegal wagering

calls that he was making from a public phone booth. In prior cases, the court had focused on

property rights in determining whether police needed a warrant to carry out a particular search

or seizure and had taken the view that, unlike opening a sealed letter, electronic surveillance

wasn’t a search or seizure at all.12 In the Katz case, the court overruled its own precedents,

holding that neither physical ownership of the premises nor physical trespass were the defining

features of what the Constitution protected. When the government carries out electronic

surveillance, like the wiretaps at issue in the Katz case, the court held that “the Fourth

Amendment protects people, not property.” (We’ll see in later chapters that more recent

Supreme Court cases have considered returning to a Fourth Amendment theory based on

trespass to property rights; after several decades of relative clarity, the state of legal theory on

the issue is once again in flux.)Perhaps what’s most noteworthy in this history is that there are

striking similarities between the legal conundrums, social pressures, and driving factors that

led privacy law to leap forward over a hundred years ago and the forces that are creating

privacy risks and shaping privacy law today. A recognition that an individual should have the

right to keep some things private; the impact of changing technology that makes it possible to

record and disclose information about someone without their permission; even the nineteenth-

century version of deep fakes—all of these issues were alive and well in the 1890s. In light of

this, there is enduring wisdom in the conclusion Warren and Brandeis reached: “Political,

social, and economic changes entail the recognition of new rights, and the common law, in its

eternal youth, grows to meet the demands of society.”13 Put another way: technology changes;

law and policy must evolve; and although it’s intangible, privacy is a value that’s essential to

individual personhood and to a civilized society. Consequently, the law must protect privacy,

whether it’s being threatened by the government or private actors.The lessons are clear.

American legal theory advanced when courts and commentators were willing to take an

innovative approach to address the challenges created by new technology. Alvira Roberts had

a right to keep her childbirth private. Photographers were welcome to make use of their

equipment to publicize people who wanted their image preserved, but companies were

prohibited from using someone’s likeness without their approval or consent. Above all, a

modern and evolving society, a mature civilization, had the ability and the obligation to protect

its citizens from the indignities of having their intimate details exposed. Whether it came in the

form of anonymity in one’s actions or the ability to keep one’s thoughts, opinions, and

preferences to oneself, the law was ready to step in and protect individuals from the intrusions

made possible by new technology that exploited the worst human tendencies toward gossip,

salaciousness, and reputational harm. As the De May v. Roberts court had held, “Where a

wrong has been done another, the law gives a remedy.”14As smartphones, social media

platforms, location tracking, deep fakes, and other forms of new technology have

fundamentally reshaped what is knowable and known about us, the law has often struggled to

keep up. But the privacy principles established in the nineteenth century were driven by social

and technological change, and the principles were intended to endure. So while these



principles have, to some degree, fallen out of currency, the heightened concerns about data

privacy today make this an opportune time to revive privacy’s history, to reflect on the utility of

old ideas in a new age, and to adapt these principles to navigate the perils and promise of ever-

advancing technology in modern life.CHAPTER 4WHAT’S IT TO YOU?Understanding What

Privacy Is WorthSocial scientists, behavioral economists, think tanks, and government

researchers have undertaken studies attempting to measure what privacy is worth. The jury is

still out, as it’s proven to be a complex question, but the findings so far have been illuminating.

First, how much people value privacy depends in part on their default position—that is, whether

they have to pay to gain privacy or are being paid to give it up. Second, people sometimes

value privacy differently in online transactions than they do when interacting face-to-face. And

third, despite the fact that companies can make a handsome profit from our data, there is

virtually no market existing today that allows individuals to directly profit from the information

that might be considered “their own.”PAYING TO GET PRIVACY, AND BEING PAID TO GIVE

IT UPIn an influential paper titled, “What Is Privacy Worth?” Carnegie Mellon University

academic researcher Alessandro Acquisiti and his co-authors tried to measure the value of

privacy. Their conclusion:Individuals assign markedly different values to the privacy of their

data depending on a) whether they consider the amount of money they would accept to

disclose otherwise private information, or the amount of money they would pay to protect

otherwise public information; and b) the order in which they consider different offers for that

data.1Acquisiti’s work, in this and other papers, has laid the foundation for applying behavioral

economics to questions about privacy. The research demonstrates some of the reasons why

it’s notoriously tricky to assign a monetary value to privacy.2 First, data asymmetry is endemic:

data subjects rarely know as much as data holders do about what’s being collected and how

it’s being used. Second, data subjects seldom have complete visibility into, or a full

appreciation of, the complex interactions among the many ways that data can be used. Third,

even with that information and appreciation, consumers find their choices are limited. For all

these reasons, people don’t always make what appear to be fully rational choices when it

comes to privacy.3In addition to these challenges, society doesn’t have agreed-upon yardsticks

to measure the cost of privacy harms, and this lack of context leads individuals to make

decisions on their own. The situation is different for many other kinds of harms, where the law

and cultural norms give us well-established ways to calculate the injury, or “damages,” that are

involved. When someone is the victim of medical malpractice or injured in a car accident, when

they’re swindled in a business deal or wrongfully fired from their job, judges and juries can

apply time-honored formulas for considering how much money those harms might be worth.

When it comes to privacy, however, we don’t have the same body of clear precedent or widely

agreed-upon formulas. On the contrary, relatively few data privacy cases result in any financial

compensation for the individuals whose privacy was intruded upon.Recent years have brought

a wave of data breaches involving credit card data held by department stores, Social Security

numbers held by federal government agencies, and password information held by webmail

providers, along with a range of other personal details. Yet many federal courts have held that

plaintiffs in the resulting lawsuits don’t have standing because even if millions of credit card

numbers were stolen by cyber criminals, the breach of that data doesn’t amount to enough of

an immediate, tangible injury to the plaintiffs to support a claim for monetary damages in

federal court. Given the reluctance of these judges to recognize standing for “traditional” data

breaches involving credit cards and Social Security numbers, it’s perhaps not surprising that

the barrier to bringing a data privacy lawsuit is even higher when it comes to non-credit-related

information like personal photos, biometric data, and password-protected online activity on



social media sites, apps, and other web-based forums. Many people would consider those

kinds of data to be more personal than a credit card number, and more like the “tastes, habits,

prejudices, sensitiveness, manners, relations with friends and family, and the like,” which

Godkin argued it was so important to protect. Nonetheless, many courts haven’t decided yet if

they’ll recognize an injury at all when that kind of information is misused, much less how much

the resulting privacy harms might be worth.Researchers like Acquisiti have discovered that one

way to assess the value that people assign to privacy is to measure the gap between how

much a person will accept in exchange for their personal data and how much they’re willing to

pay to keep it private. As the research shows, real-life privacy decisions can involve either kind

of decision.4 For example, we might demonstrate “willingness-to-pay” through accepting minor

inconveniences like using search engines that don’t track our history even if their search

results aren’t as complete as the market-dominating but privacy-intrusive results provided by

Google search. Our willingness-to-pay could also take the form of increased out-of-pocket

costs to enjoy more privacy, like subscribing to a paid online service that promises not to sell

our information as opposed to a “free” version that isn’t as privacy-protective. “Willingness-to-

accept” decisions also abound in everyday life. In many instances, we make them by

implication rather than deliberately, such as when we give up detailed personal information in

exchange for free online services, from social media to using free tax preparation software or

earning a pittance for completing online surveys.To measure these differences, researchers

offered mall shoppers two versions of a gift card: one worth $10 that didn’t track the user’s

spending, and the other worth $12 that tracked how the card balance was spent. Shoppers

with the $10 card were offered the chance to upgrade to a $12 card if they were willing to have

their spending tracked. Most shoppers said no. When shoppers started with a default condition

of privacy and asked what they would be willing to accept to give their privacy up, $2 wasn’t

enough.For shoppers with the $12 card, the experiment’s conditions were reversed. For these

shoppers, the default condition was lack of privacy. When asked if they’d rather have private

shopping on a $10 card instead, the majority of the shoppers declined. When it came to

willingness-to-pay, it wasn’t worth $2 to gain added privacy.5 The shoppers reached opposite

conclusions: for one group, privacy was more important than gaining an additional $2; for the

other group, the $2 mattered more than their privacy. The shoppers had been selected

randomly, and the findings underscored both the gap that can arise between willingness-to-

accept and willingness-to-pay, and how much influence a person’s default condition of privacy

can have.As Acquisiti and his colleagues point out, the decision in real life is rarely so stark as

the ones presented in these experiments. As a result, it’s very hard to gauge precisely what

trade-offs between privacy, cost, convenience, and other factors people truly value the most.6

When we’re making real-life decisions about which smartphone to buy or which app to

download, we likely consider a range of factors including cost, convenience, familiarity with the

operating system and the device, availability of particular features, the opinion of a trusted

friend, online reviews and ratings, privacy considerations—and more. How we weigh these

factors is often complicated by having limited options. For search engines, social media, video

streaming platforms, and other data-intensive services, there are often only one or two major

providers in a particular niche, and a handful of minor competitors that might offer more privacy

but whose service or functionality isn’t as complete.It begs the question: How meaningful are

privacy choices, when the limited alternatives leave consumers to compare apples to oranges,

weighing privacy features against other aspects of functionality, convenience, design,

accessibility, and more? And how do we correct the asymmetry that leaves us all prone to

undervaluing the potential privacy impact of the everyday decisions we make?Just as most of



us aren’t single-issue voters when we step into the polling booth, most of us aren’t single-issue

consumers when it comes to making decisions about various products, services, and apps. Do

we think about privacy? Generally, yes, to some degree, and some of us think about privacy

more often or weigh its importance more heavily than others. But seldom do we make a

purchase, download, or registration decision solely on the basis of privacy. The multifaceted

nature of these decisions, coupled with the limited number of choices that we face in many

instances—the available search engines, social media platforms, mobile phone operating

systems, and device models—makes it difficult, no matter how well informed we are, to make

judgments that assign a consistent value to privacy. We seldom face a straightforward

calculation when deciding how much we’re willing to accept to give up our privacy, or how

much we’re willing to pay to keep it.
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July, “An Essential Book for the 21st Century. If you or your children use a smart phone or

computer, you need to read this clearly-written and expertly researched guide to the ways in

which your online presence puts you at risk and the ways you can protect your privacy and

identity. It is a comprehensive examination of the way corporations, government and social
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media acquire and use your digital data and is so current that it even examines such issues as

Covid-19 contact tracing, facial recognition technology, and intelligence surveillance of foreign

terrorists. This book is equally valuable for the lay person and the expert (witness the 33

pages of citations and notes in the back!).  You owe it to yourself to read it!”

Loki Voss, “Informative and Strikes an Even Tone. I found every aspect of this book informative.

For me, the biggest takeaway is that the private sector is much, much more worrisome than the

American government. That is certainly not what I expected, though the author does a great

job of explaining why. The book won't pacify your concerns, but it also doesn't pander to them.

It's fair and worth your time.”

CL, “The one book you need to read this year!. This book is a must-read for anyone that wakes

up in the morning and faces technology. It doesn’t matter if it’s your phone, your computer or

you coffee machine. April takes the time to walk us all through the origins of data privacy and

the potential impact of our penchant to over share. It’s matter-of-fact tone and even writing style

make it a quick read and re-read.”

Gabriel Mazariegos, “Looks Good. Like how the cover looks”

Joal Barbehenn, “Easy to Read and Informative. Great book.”

Ruslan Trad, “Important read. The book deserves to be viewed by the general public, not just

people with a direct interest in the topic of cyberspace and how it is used.The author develops

and complements questions related to personal data use and not only - the main question we

all need to ask ourselves: should we be interested in our rights online, and if so - why are we

not interested? The book is a great addition to the conversations on these topics, and the

author has something to say, given the extensive experience in cyberspace and the rights in it.

Four-star because I feel the book needed to provide more tips and advice on how to proceed in

our current online life.”

The book by April Falcon Doss has a rating of  5 out of 4.6. 43 people have provided feedback.
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